
Employee of the Year Challenge Report 

Scenario 
John, an employee at FakeCompany Ltd., received the "Best Employee of the Year" award 
for his hard work. Unfortunately, he deleted some important files. Your task is to recover 
the deleted files and capture all the flags contained within. 

  

Recovered Files 

• The challenge provided a disk image or files where deleted files were recovered. 
• Tools Used: Autopsy (digital forensics tool) and QPhotoRec (file recovery tool). 
• Analyzed various file types like images, DOCX files, and others. 

 



Flag 1: 

→ File Name:FLAG1 ( Recovered from Autopsy.) 
→ Text from recovered GIF image: 
→ Answer: Goodjobdefender 
→ Source: Autopsy (forensic tool) and QPhotoRec (image recovery). 

 

 

 

 

Flag 2: 

• File: DOCX file containing the encoded flag. 



• Decoded Flag: 

o Answer: ASOLIDDEFENDER 

• Method: Used CyberChef (online tool) to decode the Base64 encoded string. 

• Source: CyberChef (for decoding Base64 string). 

 

 

  

 

 

 

 

 

 

 

 

Flag 3: 

• File: PDF file recovered during the challenge. 

• Decoded Flag: 



o Answer: FLAG3@BLU3T3AM$OLDI3R 

• Method: Used PDFCrowd (online tool) to analyze the PDF and retrieve the 

flag. 

• Source: PDFCrowd (for inspecting PDF content). 

 

 

 

 

• I have to use ACSII to decode the Answer 



 

 

 

Filesystem Analysis: 

• Question: What is the filesystem of the provided disk image? 

• Answer: ext4 

• Source: Autopsy (for analyzing the disk image). 

 

THE FILE EXTENSION WAS IN DELETED FILE WHICH LATER ON I 

RECOVERED BY USING AUTOPSY 

UNFORTUNATELY I FORGET TO TAKE THE SCREEN SHORT OF THE 

EXTENSION OF FILE 

 Recovered MP4 File: 

• Question: What is the original filename of the recovered MP4 file? 

• Answer: SBTCertifications.mp4 

• Source: Autopsy (file name found during analysis).\ 



 

 

 

 

 

 

 
 

 

 

• Here i remember to take the screen short of the mp3 file and i dont need 

to analyze it  

 

• NOTE: i have used window os so i have to use online tools too  

Tools Used 

• Autopsy: A digital forensics tool used for analyzing disk images and 

recovering deleted files. 

• QPhotoRec: A tool used for recovering lost files from different file 

systems. 

• CyberChef: An online tool used to decode Base64 encoded strings. 



• PDFCrowd: An online tool for analyzing PDF files and extracting hidden 

content. 

Conclusion 

The challenge was successfully completed by recovering deleted files and 

identifying flags through a forensic investigation. The tools used—Autopsy, 

QPhotoRec, CyberChef, and PDFCrowd—were essential in the recovery and 

analysis process. 
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