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Questions and Answers:

1 Question:
What is the corresponding name for the ID ‘D3-SDM"?

Answer: System Daemon Monitoring
Source: mDaemonMonitoring - MITRE D3FEND

System Daemon Monitoring

D3-SDM

D3-SDM (System Daemon Monitoring)
Definition
Tracking changes to the state or configuration of critical system level processes.
How it works

Attackers may manipulate system settings or services to disable system logging or monitoring of security tools and events. Firewall and antivirus services are
popular targets for attackers. Disabling system logs will also allow an attacker's actions to go unnoticed. Analysis of logs, registries, and process monitoring help
defenders locate signs of tampering. Two possible approaches are to monitor hardened system services or to monitor registry updates for modifications to security
settings.

Digital Artifact Relationships:

This defensive technique is related to specific digital artifacts. Click the artifact node for more information.

System Daemon Monitoring ——monitors—J» Operating System Process

2JQuestion:

What are the five general tactics used to classify each defensive method? (In the

order they appear)

Answer:
e Deceive
e Detect
e Evict
e Harden
e |[solate



https://d3fend.mitre.org/technique/d3f:SystemDaemonMonitoring/

e Source: D3FEND Framework Homepage
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3)Question:

What open-source project retrieves Azure Sentinel rules that are mapped to MITRE
ATT&CK Framework and generates the related MITRE D3FEND defenses?

Answer: Sentinel 2 D3FEND

Source: GitHub Repository - Sentinel2D3FEND

END.py

[ READMEm:

Sentinel 2 D3FEND



https://d3fend.mitre.org/
https://d3fend.mitre.org/
https://github.com/Intellisec-Solutions/Sentinel2D3FEND

(4)Question:
What does ‘File Access Pattern Analysis’ mean?
Answer: Analyzing the files accessed by a process to identify unauthorized activity.

Source: FileAccessPatternAnalysis - MITRE D3FEND

File Access Pattern Analysis

D3-FAPA

D3-FAPA (File Access Pattern Analysis)
Definition
Analyzing the files accessed by a process to identify unauthorized activity.

How it works

File modifying malware such as wipers and ransomware are detected by identifying file access patterns that are associated with a malicious process. Examples of
file access patterns include accessing a large number of files, accessing multiple file types, files being accessed located in multiple locations in a directory, and
copying a file and encrypting the contents of that file into a copy.

Considerations
Certain file access actions may not be statistically different from authorized activity.
Digital Artifact Relationships:

This defensive technique is related to specific digital artifacts. Click the artifact node for more information.

File Access Pattern Analysis analyzes—p Local Resource Access



https://d3fend.mitre.org/technique/d3f:FileAccessPatternAnalysis

5)Question:
What does ‘Local Resource Access’ artifact mean?
Answer: Ephemeral digital artifact comprising a request of a local resource and any
response from that resource.
Source: LocalResourceAccess - MITRE D3FEND

matrix CAD artifacts taxonomies about resources contribute fag blog search

Local Resource Access

‘ Search D3FEND's 718 Artifacts

Properties Neighbors

id: d3f:LocalResourceAccess

name Local Resource Access

definition Ephemeral digital artifact comprising a request of a local
resource and any response from that resource.

synonyms Endpoint Resource Access

json

Inferred Relationships

This page is experimental and may change significantly in future releases



https://d3fend.mitre.org/dao/artifact/d3f:LocalResourceAccess/

"4 Tools Used:

e Google Search (for OSINT)

e MITRE D3FEND website

e GitHub for open-source tool research

s Notes:

This documentation reflects my exploration and learning of D3FEND techniques, useful for

building strong cyber defense understanding. It is part of my BTLO portfolio.




	BTLO Challenge Documentation 
	Investigation Title: D3FEND Investigation 
	 Summary: 

	 
	Introduction 
	 Questions and Answers: 
	✅ Tools Used: 
	📌 Notes: 


